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«Gento ommolut velentium untis qui intiorent 
facipid ut as nones dolora di vel illaudiorpos vo-
luptios nullace aquatat laccum sit ommossundel 
magnit, sedit eseceaque prepe natur»
Introduction

The Guide on whistleblowing in the defence 
and security sector contains practical advice 
and measures for those receiving or dealing 
with a report of wrongdoing, based on how 
cases of Whistleblowing are handled in the 
Norwegian Defence Sector. The Guide has 
been developed based on procedures and ex-
periences from different agencies in this sector. 

The Guide is intended to: 

	▪ Increase general awareness about whist-
leblowing and different whistleblowing 
situations. 

	▪ Enable managers and others who receive 
reports of wrongdoing to deal with this in 
a proper manner. 

	▪ Identify and prevent wrongdoing in the 
sector.

 
Defence personnel (including enlisted per-
sonnel), external employees, contract staff, 
craftsmen, external persons and other parties 
with no affiliation with the agency in ques-
tion have the right to report wrongdoing in 
the defence sector. 

Person’s reporting wrongdoing can themselves 
decide who to notify, whether they notify a 
person or one of the control units. This means 
that everyone in the defence sector may re-
ceive a disclosure of wrongdoing at some 
point and must be prepared to deal with it or, 
if appropriate, pass the case on to the relevant 
authority. 

Whistleblowing has greatest value when the 
disclosure is handled thoroughly, the whistle-
blower is protected, procedures are initiated 
to clarify whether wrongdoing exists, and the 
wrongdoing ceases. 

This Guide has been written by the Internal 
Auditor Unit of Norwegian Defence. Several of 
CIDS’ international experts have contributed. I 
would like to thank everybody who has given 
a hand, including the CIDS Editor, Mr. Hans 
Myhrengen. 
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The Guide has been devised using the Nor-
wegian Defence sector’s guidelines for whis-
tleblowing. We would also underline that the 
document reflects the legal Norwegian frame-
work, as being a member of the European 
Economic Area (EEA). In light of this, the legal 
framework of the European Union on a num-
ber of issues covered in the Guide also applies 
in Norway.

CIDS is happy to receive feedback to the guide.

Oslo, 2 November 2020

Per Christensen

Director
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1.	� Terms

Term

Reporting wrongdoing Reporting wrongdoing (whistleblowing) entails sounding the alarm about a 
situation or reporting an issue of concern you have become aware of within the 
defence sector. 

Reporting issues of concern at the workplace in Norway is regulated by the 
Working Environment Act. In the Act, such a disclosure is not defined, but the 
Act states the following: ‘An employee has a right to report wrongdoing at the 
employer’s undertaking.’ 

When an employee becomes aware that wrongdoing exists or has existed, the 
provisions of the Working Environment Act will apply, and the employee will be 
protected against unfavourable treatment as a result of the disclosure, provided 
that the correct procedures have been followed. 

Wrongdoing Wrongdoing, referred to as ‘censurable conditions’ in Norwegian legislation, 
includes violations of statutory Acts and internal guidelines, criminal offences 
and breaches of other statutory orders or prohibitions, contraventions of the de-
fence sector’s ethical guidelines as well as breaches of general ethical standards 
that have widespread support in society. 

Retaliation Retaliation is any kind of unfavourable treatment that can be seen as a conse-
quence of and reaction to whistleblowing. Retaliation is prohibited. 

The prohibition also applies to formal sanctions such as dismissal with notice, 
suspension and summary dismissal, in addition to sanctions such as changes to 
work tasks and internal transfers. 

A whistleblower A whistleblower is someone who speaks up about wrongdoing in the defence 
sector. 

Subject of the  

whistleblowing

The term ‘subject of the whistleblowing’ is used to refer to the person or per-
sons identified as the alleged person responsible for the reported wrongdoing. 
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Internal whistleblowing Internal whistleblowing is when the whistleblower raises issues of concern 
internally in the defence sector. For example, informing colleagues, employee 
representatives or a management representative. 

External whistleblowing External whistleblowing is when the whistleblower provides information and 
documents to persons or organisations outside the defence sector, for example 
supervisory authorities, professional forums and the media etc. 

In Norway, The Internal Auditor Unit of the Ministry of Defence is the external 
whistleblowing channel for the agencies in the Defence Sector. In addition, the 
agencies in the sector have their own internal channels. 

Recipient of the disclosure The recipient of the disclosure is the person receiving the disclosure, for 
example, a colleague, the immediate manager, the control unit, the employee 
representative, the safety officer, board member etc. 

Executive officer The executive officer is the person who deals with the disclosure. He/she may 
be the person to whom the wrongdoing is reported or someone who becomes 
involved with the case at a later stage. 

Whistleblowing case The term ‘whistleblowing case’ is used to refer to a case in relation to the whis-
tleblower and the wrongdoing as well as the case as a whole. 

HR case An HR case is any case related to the employee’s working conditions, for exam-
ple problems cooperating, refusal to obey orders or lack of competence. It can 
be challenging to distinguish between a whistleblowing case and an HR case. 
The control unit should be consulted if there is doubt. 

Whistleblower protection/

Whistleblower status

Whistleblower protection is the protection offered to the whistleblower by the 
employer. It entails protection against retaliation.

Whistleblower is the status given to the person who reported wrongdoing, and 
who consequently should not be subject to retaliation.

Anonymous disclosure Anonymous disclosure refers to situations where the recipient of the disclosure 
does not know the identity of the whistleblower. For example, this might refer to 
an unsigned letter or other anonymous communication. 

Confidential disclosure Confidential disclosure refers to situations where the recipient of the disclosure 
knows the identity of the whistleblower but keeps this confidential. Confidenti-
ality means that the executive officer must ensure that information and informa-
tion systems are only accessible to authorised parties. 

Contradiction Contradiction means that the person(s) alleged to be responsible for the 
wrongdoing has the right to be heard and to give their version before the case is 
concluded. 

Impartiality In a whistleblowing case, the person who deals with the disclosure must be 
impartial. The person must always be able to make decisions in the whistleblow-
ing case neutrally, based on objective criteria. If the person is not impartial, for 
instance because of close family bonds to the whistleblower, this means that 
trust in him/her may be weakened. If such circumstances exist, the rules on 
impartiality state that the person shall not participate in the processing of the 
specific case or the decision made in the case. 
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2.	 Freedom of expression

Freedom of expression is the right everyone 
has to speak freely their minds about anything 
they wish to, regardless of content, time, form 
and medium within the reasonable boundaries 
fixed by the law. This means, for example, that 
everyone has the right to write a contribution 
to the newspaper or make a comment on so-
cial media, but not to make false and harmful 
claims or statements against the law.

Reporting wrongdoing at the workplace is a 
special form of utterance, and if this is report-
ed in line with the sector’s guidelines on whis-
tleblowing, the whistleblower will be protected 
against unfavourable actions following the dis-
closure (prohibition against retaliation). 

The defence sector should be a transparent 
organisation characterised by a robust culture 
of free expression, supported by the Rule of 
Law. Staff are encouraged to participate in 
creating the public discourse. It is possible 
to report concerns via the whistleblowing 
scheme. According to Norwegian law, all em-
ployees have the right to express their critical 
opinions with regard to their own workplace. 

This principle is also laid out in Article 11.1 of 
the EU Charter of Fundamental Rights: “Every-
one has the right to freedom of expression. 
This right shall include freedom to hold opin-
ions and to receive and impart information and 
ideas without interference by public authority 
and regardless of frontiers.” 

There must be transparency regarding norms 
and values, discussion on how internal criti-
cism should be evaluated, and talks and meet-
ings about a robust culture of free expression. 
Moreover, information must be provided 
about whistleblowing and the defence sec-
tor’s guidelines on whistleblowing. There must 
be a leadership focus on transparency, as well 
as interaction and cooperation with internal 
health and safety services and employee rep-
resentatives. 

By means of good whistleblowing procedures 
and a transparent culture of free expression, 
the defence sector should – as far as possi-
ble – make every effort to ensure an open 
organisation.
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3.	 Stages of a whistleblowing case

Sound procedures for dealing with a disclosure 
of wrongdoing are of overarching importance 
for all stages of a whistleblowing case. The var-
ious stages will often overlap, and the recipient 
of the disclosure must therefore be aware that 
the elements in the different stages may need 
to be dealt with simultaneously.

Chapters 5–9 describe how to deal with a 
whistleblowing case. The chapters are divided 
in accordance with the various stages shown 
in the figure.

The colours used in the figure illustrate that 
while different people are responsible for re-
porting wrongdoing, receipt of disclosure and 
follow-up, the preliminary investigations, im-
plementation and feedback are normally car-
ried out by the same executive officer. 

The broken line illustrates how the whistle-
blowing process ends in experiential feedback 
learning and continual improvement of whistle-
blowing procedures and transparency culture.

Ensure good 
whistleblowing 

procedures

Follow-up

Reporting 
wrongdoing 

(whistle 
blowing)

Receipt of 
disclosure 
(receipt)

Implementation 
and reporting

Preliminary 
investigations

Figuge 1: The whistleblowing process
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4.	 Whistleblowing

Due to the often delicate matter of report-
ing possible wrongdoings, those who reports 
wrongdoing may themselves choose whom to 
report to. This means that everyone must be 
prepared to receive a disclosure of wrongdo-
ing. Sometimes it may be challenging to recog-
nise that you have received a whistleblowing 
disclosure, as opposed to this being a situa-
tion where someone wants to air an opinion 
or give feedback about an issue of concern. If 
you are uncertain whether you have received 
a disclosure of wrongdoing, you should clari-
fy whether the person concerned is officially 
reporting wrongdoing or letting you know in-
formally about an issue of concern. It is also 
possible to contact the control unit in the or-
ganisation if you are unsure whether someone 
has reported wrongdoing. In the defence sec-
tor, there are no formal requirements regarding 
how to report wrongdoing. The recipient of the 
disclosure must be aware that reports of whis-
tleblowing can take several forms.

4.1	 WRONGDOING
The specific rules that apply to whistleblow-
ing only come into play when ‘wrongdoing’ is 

reported in the defence sector. The person 
receiving such a disclosure must therefore as-
sess whether the issue of concern reported is 
deemed to be wrongdoing. Examples may be 
issues of concern that are, or might be, in con-
flict with laws and regulations. Issues of con-
cern that conflict with the general opinion of 
what is justifiable or ethically acceptable are 
also deemed to be wrongdoing. Issues of con-
cern that do not fall into this category might 
be HRM matters1, political utterances, cooper-
ation problems or professional disagreements. 

4.2	 RESPONSIBLE WHISTLEBLOWING
An employee can always report wrongdoing 
internally, or externally to a public supervisory 
authority. An employee could also notify the 
media or the general public externally, accord-
ing to specified condition. Example: Reporting 
wrongdoing in line with the defence sector’s 
whistleblowing procedures is always permitted. 
However, if the whistleblower has reported 
wrongdoing publicly, for example to the media, 
more stringent requirements for justifiability 
may need to be imposed. 

1	  HRM: «Human Resource Management».
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4.3	 PROHIBITION AGAINST 

RETALIATION
Any unfavourable reaction that can be seen as 
a consequence of and a reaction to whistle-
blowing shall, in principle, be regarded as re-
taliation. Retaliation must be prohibited by law, 
and it is vital that the person who receives and 
processes the disclosure keeps this in mind. In 
some situations, measures to prevent retalia-
tion may be necessary, and if the situation so 
indicates, HSE2 support and other follow-up 
may be considered.

4.4	 GENERAL
Below is a list containing general advice on 
dealing with whistleblowing cases:

	▪ All disclosures must be taken seriously and 
treated as whistleblowing, including anony-
mous disclosures. 

	▪ The choice of whistleblowing method shall 
have no significance for how the case is 
dealt with. All cases should be handled in 
accordance with the regulations.

	▪ All disclosures must be dealt with without 
unwarranted delay.

	▪ If the disclosure applies to one or more 
persons, the person(s) in question must be 
allowed to comment on information that 
applies to themselves. 

2	  HSE: «Health, Security, Environment».

	▪ The recipient of the disclosure must safe-
guard confidentiality and ensure that the 
fewest possible number of people are in-
volved. 

	▪ It must be decided at an early stage, and 
on an ongoing basis, whether it is necessary 
to inform the management and implement 
risk-based measures.

	▪ The recipient of the disclosure must protect 
all persons involved. 

	▪ The focus must be on the alleged wrongdo-
ing, and not the person. 

	▪ The subject of the whistleblowing is inn-
ocent until proven otherwise. 

	▪ The recipient of the disclosure must be fa-
miliar with or familiarise him/herself with 
the defence sector’s guidelines on whistle-
blowing. 

	▪ The executive officer must ensure that do-
cumentation is stored securely and in acco-
rdance with the defence sector’s guidelines. 

	▪ The executive officer must be aware of the 
risk of retaliation.
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5.	 Receipt of report of wrongdoing

5.1	 RECIPIENT OF THE DISCLOSURE 

AND THE EXECUTIVE OFFICER 
The person receiving a report of wrongdo-
ing is defined as the recipient. The recipient 
of the report must carry out a preliminary as-
sessment to decide whether he/she should 
function as the executive officer or whether 
the case should be transferred to, for exam-
ple, a manager, a functional unit or another 
control unit. The recipient of the report must 
assess, among other things, whether he/she is 
qualified to deal with the disclosure, keeping 
in mind their own authority, competence and 
impartiality. In the following, the person deal-
ing with the report is termed as the executive 
officer, regardless of level. In many cases, the 
recipient of the report will also function as the 
executive officer. 

Receipt of a report of wrongdoing triggers a 
number of requirements, including dealing 
with the report within reasonable time and in 
accordance with rules and regulations.

5.2	 IS IT A REPORT OF 

WRONGDOING?
Before initiating a whistleblowing case, the ex-
ecutive officer must first consider whether the 
issue reported can be defined as wrongdoing 

(see chapter 2 Terms and chapter 5.1 for an 
explanation of ‘wrongdoing’). 

This means that if a person reports an issue 
that is clearly not ‘wrongdoing’, the case is not 
treated under the whistleblowing rules. If in 
doubt as to whether ‘wrongdoing’ has been 
reported, further investigation should take 
place. 

5.3	 IMPARTIALITY
A person can be deemed to be lacking impar-
tiality if circumstances exist that can under-
mine confidence in the person dealing with 
the case. If such circumstances exist, the rules 
on impartiality state that he/she must not par-
ticipate in the processing of the relevant case 
or in the decision reached. 

5.4	 COMPETENCE
A person must have sufficient competence 
to deal with the report of wrongdoing. He/
she must have or be given authority to initiate 
investigations. If complex or serious issues of 
concern are reported, the control unit must be 
contacted for guidance. 

If the recipient of the report is not compe-
tent to deal with it or is not impartial, he/she 
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must ask the whistleblower for permission to 
pass the report on to someone who can deal 
with it. In cases of doubt and when reports 
are anonymous, the whistlerblower channel 
should be contacted for guidance.

5.5	 INFORMATION TO 

THE WHISTLEBLOWER
The recipient of the report shall give the whis-
tleblower feedback as soon as possible. The 
whistleblower should be given information 
about the process, how long it might take and 
what feedback he/she can expect to receive. 
Note that the whistleblower is not necessari-
ly a party to the case, and therefore will not 
normally have the right to full access to case 
information. 

5.6	 DOCUMENT PROCESSING
The executive officer must register the report 
of wrongdoing as a document that must be 
filed in accordance with the agency’s filing 
routines and the Archives Act and regulations. 
This means that receipt of the report, case 
processing and other decisions are document-
ed and stored securely, and that paper doc-
uments are locked away while confidentiality 
rules observed. 

The electronic journal must be designed so 
that it does not reveal information that is sub-
ject to the duty of confidentiality or sensitive 
information available on the internet, including 
information that can identify the whistleblow-

er. The executive officer must keep a log of 
relevant information, in accordance with the 
procedure for receipt and processing of re-
ports of wrongdoing. 

5.7	 INFORMATION TO MANAGEMENT
The executive officer must decide which lev-
el of management should be informed. If the 
disclosure entails a grave suspicion of wrong-
doing, or the case is otherwise of a serious 
nature, the executive officer must inform the 
top management. The executive officer must 
emphasise the potential for harming the agen-
cy and/or individuals in the assessment of 
whether the disclosure entails grave suspicion 
of wrongdoing. As regards the protection of 
affected parties on receipt of the report, see 
chapter 7.4. 

5.8	 SENSITIVE INFORMATION
A report of wrongdoing may contain sensitive 
information pursuant to the Security Act. In 
the case of sensitive information, the informa-
tion must be dealt with in compliance with the 
Security Act, and the executive officer must 
have appropriate security clearance and au-
thorisation. 

If the whistleblowing case reveals issues of 
concern that can affect the security clearance 
of defence personnel, this must be reported to 
the immediate manager, the head of security, 
the head of the agency or the person author-
ised by the head of the agency.

11



6.	 Preliminary investigations

The executive officer must ensure that the re-
port of wrongdoing is dealt with in a thorough 
and objective manner, with the aim of recti-
fying the issue of concern that triggered the 
disclosure. 

6.1	 PRELIMINARY INVESTIGATIONS
The executive officer should initiate prelimi-
nary investigations in order to assess wheth-
er the report on wrongdoing is trustworthy. 
Preliminary investigations can include obtain-
ing written documentation, for example time 
sheets or electronic material stored in a shared 
area. If there is a need to secure electronic and 
physical data, this must be authorised by the 
appropriate instance in the agency, and must, 
if relevant, be carried out by competent per-
sonnel. In order to map the elements of the 
case, the executive officer will also be able 
to conduct physical checks as well as having 
conversations with people who may know 
something. It is important that the executive 
officer treads cautiously at the investigative 
stage, since an inappropriate approach might 
have considerable implications for the further 
processing of the whistleblowing case.

The purpose of conducting preliminary inves-
tigations is to map the elements of the case. In 

this connection, the executive officer must be 
aware that if serious wrongdoing is suspected, 
the top management must be informed. If the 
executive officer is in doubt as to whether a 
serious wrongdoing has been reported, he/she 
must consult the control unit about the course 
of action. 

6.2	 THE WHISTLEBLOWER’S 

PROTECTION AGAINST RETALIATION
The executive officer must assess whether 
there is a risk of the whistleblower being ex-
posed to retaliation. If there is a danger of re-
taliation, the employer must implement meas-
ures to prevent this. For example, the risk of 
retaliation will increase if the whistleblower’s 
identity becomes known to more people than 
necessary. 

6.3	 THE INTERESTS OF 

AFFECTED PARTIES 
It is important that the whistleblower, the sub-
ject of the whistleblowing and other persons 
involved are properly protected at all stages. 
A whistleblower is in a vulnerable situation, 
and the executive officer must be aware of the 
burden represented by reporting wrongdoing. 
The whistleblower and the subject of the whis-
tleblowing must be informed that the occupa-
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tional health service unit can provide support 
if required and give information about others 
who can provide support in whistleblowing 
cases, such as trade unions or equivalent. 

To protect the parties involved, the executive 
officer must also ensure that the whistleblowing 
case is dealt with confidentially, and that as few 
people as possible are informed of the case.

6.4	 INFORMATION TO THE SUBJECT 

OF THE WHISTLEBLOWING
As a main rule, the subject of the whistleblow-
ing must be informed as early as possible that 
a report of wrongdoing related to him/her has 
been received, and the anticipated progress of 

the case. However, it is important to note that 
the whistleblower’s identity must not be made 
known to the subject of the whistleblowing. 
The executive officer must be aware that ex-
ceptions may apply in relation to the further 
processing of the case. 

6.5	 MEASURES TAKEN DURING 

THE PROCESSING OF THE CASE
Depending on the type of case, it may be nec-
essary to initiate measures during the process-
ing of the case. Such measures may include 
securing a dangerous device that is a threat to 
life or health or shielding information that is of 
relevance to the case. The control unit can be 
consulted in cases of doubt.
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7.	 Implementation and feedback

After completion of the preliminary investiga-
tions, the executive officer must assess wheth-
er wrongdoing has taken place. 

He/she must ensure that the case has been 
clarified to the greatest extent possible. Nor-
mally, further investigations must be carried 
out, for example conversations with other 
persons who may have some knowledge of 
the elements of the case, evaluation of docu-
ments, registers, time sheets, logs and physical 
investigations. 

The objective of the executive officer is to 
conclude at the earliest possible stage wheth-
er wrongdoing has been reported.

7.1	 CONVERSATIONS
In order to map the elements of the case, it 
may be necessary to have a dialogue with per-
sons involved. The executive officer must en-
sure that conversational partners receive good 
information beforehand, and in particular be 
informed of their right to be accompanied by 
an independent and trusted third party. 

The executive officer should bring a deputy 
executive officer to take part in the dialogue, 
and the minutes taken must be verified by the 
person concerned. 

7.2	 CONTRADICTION
During the case processing, and before the 
executive officer decides whether wrongdoing 
has taken place, the whistleblower, the subject 
of the whistleblowing and other affected par-
ties must be given the opportunity to present 
their views on issues of concern that involve 
them. At the same time, the executive officer 
must keep in mind that the identity of the 
whistleblower must not be revealed to more 
people than strictly necessary. 

7.3	 FINAL REPORT 
The executive officer must prepare a final 
report, also in cases where the allegation of 
wrongdoing is found to be without foundation. 
The final report must describe the content of 
the disclosure, case processing, conclusion and 
recommendations. 
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The executive officer must submit the final re-
port along with the completed disclosure form 
for reporting wrongdoing and the completed 
disclosure record.

The executive officer must ensure that the rel-
evant manager, or the person authorised, ap-
proves the final report. Normally, this will take 
place at a principal level. 

Following approval, the executive officer must 
send the final report to the control unit. The 
control unit must have a complete overview of 
whistleblowing reports in the agency and the 
status of measures taken. 

7.4	 INFORMING THE 

PARTIES INVOLVED
When the whistleblowing case is concluded, 
the whistleblower must be informed of the 
end result. Providing the whistleblower with 
information during the process, will help reas-
sure him/her that the case is being dealt with 
in a serious manner, and that speaking up is 
beneficial. If the whistleblower is anonymous, 
information cannot be given, and the execu-
tive officer must not attempt to discover the 
identity of the whistleblower. 

As a main rule, the subject of the whistleblow-
ing must also be informed of the outcome of 
the case. It is important that the executive of-
ficer shows consideration for this person.
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8.	 Follow-up

8.1	 SOLUTION
If it is concluded that wrongdoing has taken 
place, the recipient of the final report must 
assess the need for measures and follow-up 
with regard to individuals and systems. More-
over, it must be decided who will implement 
measures. 

Examples of measures are:

	▪ training

	▪ changes to rules and/or procedures

	▪ initiating an HRM case

	▪ a warning or official reprimand

	▪ assessment of security clearance and aut-
horisation 

	▪ formal complaint

 
It is vital that shortfalls revealed are followed 
up by measures to prevent similar events in 
the future. 

It is important to protect all parties in the 
case, and to maintain a focus on preventing 
retaliation. 

8.2	 EXPERIENTIAL LEARNING
After the report of wrongdoing has been dealt 
with, the process must be examined in order 
to evaluate the processing of the report.

A review of the whistleblowing case is useful, 
because it will help to improve conditions in the 
defence sector and whistleblowing procedures.

16



9.	 Data protection

9.1	 INTRODUCTION
In most cases of whistleblowing, the executive 
officer will gain knowledge of personal data. 
The personal data can be linked to the whis-
tleblower, the subject of the whistleblowing 
or other individuals. The person who receives 
and processes a report of wrongdoing must 
comply with the regulations on personal data. 
Below, the key aspects that apply in a whistle-
blowing case is described. 

The whistleblower, the subject of the whistle-
blowing and other individuals will hereinafter 
be referred to as the ‘data subject’. 

9.2	 CONSIDERATION FOR 

THE WHISTLEBLOWER
The person who receives a report of wrong-
doing must ensure that the whistleblower’s 
identity is not revealed to more people than 
absolutely necessary in relation to the further 
case processing. The whistleblower should 
be informed that if the whistleblowing case 
results in a court case, there may be a legal 
requirement to inform the court of the whis-
tleblower’s name.

9.3	 THE RIGHTS OF THE 

DATA SUBJECT 

9.3.1	 RIGHT TO INFORMATION
The data subject must be given information 
about how the agency deals with person-
al data on him/her. This means that the data 
subject has the right to know what personal 
data has been obtained and how it has been 
used. The data subject has the right to infor-
mation at the earliest possible stage and at 
the latest a month after information about the 
person in question has been obtained. 

9.3.2	 RIGHT OF ACCESS 
If the data subject or others request access, as 
a main rule they have a right to access all per-
sonal data about them that is under processing 
in connection with the whistleblowing case. 

Nevertheless, in practice, access cannot be 
given to information about the whistleblow-
er’s identity or information that can reveal his/
her identity, but there are exceptions. The per-
son processing the disclosure has a particular 
responsibility for protecting the rights of the 
whistleblower. 
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9.3.3	 EXCEPTION FROM THE RIGHT TO 
INFORMATION AND THE RIGHT OF ACCESS 
If there are grounds for making exceptions 
from the right to information and the right of 
access, this can be done following a specific 
assessment in each individual case. In Chap-
ter 11, some examples of cases in Norway are 
mentioned where exceptions to the data sub-
ject’s right to information and right of access 
may apply. In cases of doubt, the control unit 
was contacted for guidance. 

If there is a considerable risk that providing in-
formation may jeopardise the case, the execu-
tive officer can decide not to give information 
or right of access to the data subject. Another 
example is a situation where respect for the 
clear and fundamental interests of others indi-
cates that the data subject shall not be given a 
right to information or right of access. 

In order to ensure proper internal deci-
sion-making processes, data subjects may also 
be denied the right to information and right of 
access once the case processing is underway. 

Exceptions shall normally not apply longer 
than what is necessary and appropriate in the 
specific case.

9.4	 DATA SECURITY
In order to safeguard the security of person-
al data, all information obtained in connection 
with the whistleblowing case is stored in a sep-
arate folder in the National restricted network, 
or if necessary, locked in a secure cabinet.

9.5	 DELETION OF DATA
As a rule, personal data must be deleted when 
no longer needed for the purpose for which it 
was obtained. This means that following the 
conclusion of a whistleblowing case, as a rule 
it should no longer be necessary to store the 
personal data. However, the recipient of the 
disclosure must be aware that there are sever-
al exceptions that may apply.
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10.	Examples of whistleblowing cases

10.1	 CASE 1: ABUSE OF 

POWER IN THE ARMY
Julie is doing her military service and is over 
halfway through basic training. During physical 
training, she has noticed that several recruits 
are being discriminated against. For example, 
Sergeant Johansen ordered Julie, two other 
girls and Christian to run two extra laps. Jul-
ie tries to keep out of Johansen’s way, partly 
because he often takes his irritation and anger 
out on those who are presumably the physical-
ly weakest in the group. She has heard him say 
several times that ‘girls are born with a poorer 
physique and have to be pushed harder during 
basic training – and the same applies to boys 
who’ve spent their entire adolescence playing 
computer games’. 

Julie did not think that such attitudes still ex-
isted in the armed forces, especially after the 
introduction of compulsory military service for 
women. She therefore decides to raise the is-
sue with Staff Sergeant Hagen. Julie’s view of 
Sergeant Johansen is that he is unable to han-
dle his position of power in an acceptable way. 

One afternoon, Julie seeks out Staff Sergeant 
Hagen and explains the situation. 

Staff Sergeant Hagen has been in the armed 
forces for many years and thinks that young 

people today are unable to tolerate anything. 
He dismisses the whole situation and asks Julie 
to tackle Sergeant Johansen in a different way. 

Julie was very surprised by Staff Sergeant 
Hagen’s answer and was uncertain how to 
pursue the case. If all her superiors reacted in 
the same way, she would never be heard. She 
remembered that she had heard about a staff 
sergeant who was in charge of another group 
of recruits, who she believed was more open 
to different views and perspectives. 

Julie therefore arranged to meet Warrant Of-
ficer (WO) Pedersen, who found that this was 
a case he had to take further. 

10.1.1	 HAGEN’S ACTIONS
	▪ Staff Sergeant Hagen did not handle the 
case in a satisfactory manner. He did not 
take Julie’s concern seriously. 

	▪ Julie was clear in her communication with 
Staff Sergeant Hagen. She told him that Ser-
geant Johansen was abusing his position of 
power in relation to the recruits. Julie repor-
ted wrongdoing, and Staff Sergeant Hagen 
should have understood that this was a re-
port of wrongdoing.

	▪ Handling a disclosure in this way may deter 
other people from raising issues of concern 
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and prevent the agency from identifying po-
tential wrongdoing.

10.1.2	 WO PEDERSEN’S ACTIONS
	▪ Julie has spoken up about possible abuse of 
power and discrimination that may consti-
tute wrongdoing. This is a serious issue that 
must be processed in accordance with the 
rules on whistleblowing. When her immedi-
ate superior ignored her concerns, she con-
tacted another leader. 

	▪ WO Pedersen must follow up the report of 
wrongdoing. If he finds it challenging to deal 
with this on his own, he can consider conta-
cting his immediate superior or the control 
unit in the armed forces.

	▪ Pedersen must register receipt of the 
disclosure by creating a disclosure record.

	▪ Pedersen must assess whether immediate 
measures are required, for example offering 
support to the whistleblower.

	▪ The person pursuing the report of wrongdo-
ing must assess the case. The aim of this is 
to ensure that the facts of the case are esta-
blished within a reasonable amount of time. 

	▪ Pedersen must assess when and how Ser-
geant Johansen is to be informed about the 
report of wrongdoing that has been submit-
ted, ensuring that this is done before others 
are questioned. 

	▪ Pedersen must evaluate his own impartiality 
in relation to Julie, Sergeant Johansen and 
Staff Sergeant Hagen. 

	▪ Pedersen must evaluate his own authority 
to conduct the investigation and obtain suf-

ficient documentation. 

	▪ The executive officer can ask the others in 
the group individually if they would consi-
der participating in a conversation about the 
group environment in order to identify is-
sues of concern, taking care not to mention 
the disclosure that has been received. 

	▪ The executive officer can investigate whe-
re there is a high rate of sickness absence 
in the groups for which Sergeant Johansen 
has had responsibility. A high rate of sick-
ness absence may indicate whether there 
are underlying issues of concern that need 
to be examined in greater detail. 

	▪ The executive officer must assess whether 
the complexity and gravity of the case are 
such that he/she should bring in the control 
unit or HR. 

	▪ After having mapped the case and obtained 
enough facts to make a responsible decisi-
on, WO Pedersen must decide whether Ju-
lie has reported wrongdoing. 

	▪ On the basis of the findings, WO Pedersen 
concludes that wrongdoing has been repor-
ted. He prepares a final report that he pas-
ses up the line for assessment and imple-
mentation of follow-up in this case, with the 
aim of preventing similar cases in the future. 

10.2	 CASE 2: IMPARTIALITY 

AND PUBLIC PROCUREMENT
Stian is a middle manager who works in the 
procurement unit. He receives a phone-call 
one day from someone who introduces himself 
as Henrik Hansen. Henrik Hansen says that he 
is employed in a development company that 
recently submitted a tender to the Ministry of 
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Defence in connection with a procurement. 

Stian knows which procurement he is referring 
to and answers that Hilde, his colleague, deals 
with questions about this. He asks if he should 
put the caller through to her. Henrik Hansen 
answers that he is aware that Hilde is the con-
tact person, but there is a reason that he has 
not contacted her directly. 

Henrik Hansen explains to Stian that he has 
found out that Hilde’s husband has owner-
ship interests in one of the companies that 
has gone on to the next round of the procure-
ment process, and that he understands that it 
is Hilde who has decided, or at least been in-
volved in deciding which of the bidders should 
continue to the next round. 

Stian is surprised. They have talked several 
times about the rules on impartiality, and he 
knows that Hilde is familiar with these. He 
notes Henrik Hansen’s telephone number, 
thanks him for the information and asks him to 
keep quiet about this for the time being. Stian 
tells him that he will deal with the matter and 
will ensure that steps are taken to rectify the 
situation.

Henrik Hansen says that he will call Stian if 
necessary, but that he has no further informa-
tion other than what he has already given. 

10.2.1	 STIAN’S ACTIONS
	▪ Stian should regard this as a report of 
wrongdoing. Reports of wrongdoing can 
stem from external as well as internal sour-
ces, and can take all forms, including te-
lephone communications. 

	▪ Hansen implies that wrongdoing may have 
taken place. If the accusation is correct, a 

violation of the rules on impartiality in con-
nection with the procurement has occurred. 

	▪ Stian should follow up the report immedia-
tely. He knows that all disclosures must be 
taken seriously, regardless of whether they 
are from an external source.

	▪ Stian should contact his immediate manager 
to inform him/her about the case. 

	▪ Stian can also contact the control unit to ask 
for advice and guidance.

	▪ Stian must assess his own impartiality, in 
relation to both Henrik Hansen and Hilde. 
Since Stian and Hilde are on the same level 
(both are middle managers), Stian decides to 
pass on responsibility for dealing with the 
report to his head of department.

	▪ Stian must provide sufficient documentation 
of the case. 

10.2.2	 HEAD OF DEPARTMENT’S ACTIONS
	▪ The head of department to whom Stian pas-

sed the case undertakes an assessment of 
whether he himself is impartial, has sufficient 
authority and is the right person to process 
the report or whether it should be passed on 
to the control unit or some other unit. 

	▪ He then assesses whether the gravity of the 
case indicates that top management should 
be informed and if it is necessary to take im-
mediate measures. 

	▪ The head of department must ensure pro-
per processing of the report and gather as 
much information as possible. 

	▪ The head of department concludes that he 
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can carry out some investigations without 
compromising any evidence. 

	▪ The head of department must evaluate 
when and how Hilde should be informed of 
the report submitted. 

	▪ The head of department must carry out an 
assessment and obtain the facts. The aim of 
the assessment is to ensure that the facts of 
the case are sufficiently established within a 
reasonable amount of time. 

	▪ The head of department must ensure that 
all case processing and decisions are docu-
mented and that any paper documents are 
securely locked away. 

	▪ The head of department decides to check 
the Internet and notes that Hilde’s husband 
is registered as having an ownership interest 
in the parent company of a firm that has ta-
ken part in the procurement process. 

	▪ He also checks whether it is correct that the 
firm has gone on to the next round of bid-
ding and checks the case processing system 
to see whether Hilde has signed the tender 
protocol. 

	▪ The head of department records what has 
been done in the case, and attaches the in-
formation he has obtained, such as a prin-
tout from the Internet and an overview of 
which bidders have gone on to the next ro-
und of the procurement process. 

	▪ The head of department asks for a meeting 
with Hilde at which she is given the oppor-
tunity to give her version of the case thus 
safeguarding her right of contradiction. He 
also informs her of the right to be accompa-

nied by an counsellor. 

	▪ The head of department concludes on the 
basis of his findings that wrongdoing has 
been reported. He prepares a final report 
that is passed further up the line for as-
sessment and implementation of follow-up 
vis-à-vis the parties in the case. Measures 
to prevent similar events taking place in the 
future will also be implemented. 

10.3	 CASE 3: SEXUAL HARASSMENT
Head of department Tarald is a project manager 
and has had a meeting with his project team. 
After the meeting, Katrine, one of the team 
members, asks if she can have a word with him. 

Katrine says that she finds the way Finn, a mid-
dle manager in the department, acts towards 
her and the other women in the department 
offensive. She explains that he often puts his 
hand on her shoulder and that he comments 
on her appearance, body and clothes on a daily 
basis. This also applies to other women.

Tarald has noticed that Finn pays women a 
lot of attention, but he has not given more 
thought to this. He has not viewed this as be-
ing offensive to others, and he thinks Katrine 
may be a bit over-sensitive because she is al-
ways bringing things up. Moreover, he does 
not understand why Katrine is taking this up 
with him when it is clearly an HR matter. 

Tarald becomes aware that to some extent he 
has adopted a defensive attitude in relation to 
Finn because he and Finn have become good 
friends. He was also responsible for appointing 
Finn as a middle manager, and he is afraid that 
a complaint about Finn would have a negative 
impact on how senior management would view 
his own leadership of the department.
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10.3.1	 TARALD’S ACTIONS
	▪ Katrine reported wrongdoing to her immedi-
ate manager and has reported in accordance 
with the regulations. 

	▪ Since Tarald is a good friend of the subject 
of the whistleblowing, he should consider 
whether he is sufficiently objective to deal 
with the disclosure himself.

	▪ Tarald should follow up the situation. There 
are several ways of doing this.

	▪ Tarald must evaluate whether he is capable 
of dealing with the case on his own, or if he 
should contact the control unit for support. 

	▪ Tarald must register receipt of the whistle-
blowing report and create a disclosure record.

	▪ Tarald decides that he cannot deal with the 
whistleblowing case on his own and there-
fore decides to contact Katrine to ask for 
her permission to transfer the case to the 
control unit for further processing. 

	▪ Tarald must pass on all the documentation 
he has received or prepared to the control 
unit, which will pursue the case. 

10.4	 CASE 4: SUSPECTED CORRUPTION
Gustav, a line manager in an agency, receives 
an email from Adam Peterson:

‘Dear Mr. Gustav,

I am writing to you concerning your sub supplier 
of Air Force, International Company of Air Force.

I know for a fact that Mr. Arne Andersen, former 
employee in the Norwegian Ministry of Defence 
and now CEO in an International Company of Air 

Force, has paid an amount of USD 200 000 to a 
government official in Libya. I am convinced that 
the transaction involves corruption, and I wanted 
to inform you of this. 

As I am an International Company of Air Force 
employee, I want to stay anonymous. I am scared 
that it will lead to retaliation if I try to proceed this 
internally at International Company of Air Force, 
and in worst case lose my job.

Adam Peterson’

10.4.1	 GUSTAV’S ACTIONS
	▪ Gustav should regard this as a report of 
wrongdoing. Reports of wrongdoing can 
come from external as well as internal sour-
ces, and in all forms, including by email. 

	▪ Whistleblowing procedures state that ex-
ternal persons and others without direct 
association with the agency have the right 
to report wrongdoing.

	▪ This must be considered as possible serious 
wrongdoing (corruption is a criminal offen-
ce). 

	▪ Gustav must inform his immediate manager. 
Cases of this type are normally transferred 
to the control unit. 

	▪ When embezzlement, corruption, theft, 
fraud or misappropriation of funds are re-
ported in the defence sector, point 10.19 of 
the Personnel Handbook for State Employ-
ees applies.

	▪ Gustav and the manager should submit the 
case to the control unit. When the report 
concerns a possible criminal offence, it is 
extremely important that no actions are ta-
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ken that can destroy evidence if a criminal 
case is brought later.

	▪ The control unit must evaluate whether th-
ere is an urgent need to introduce measures 
and inform top management if necessary.

	▪ The control unit registers receipt of the re-
port by creating a disclosure record.

	▪ The whistleblower’s identity must not be 
revealed to more people than absolutely 
necessary. 

	▪ The control unit investigates the matter and 
prepares a final report. 

10.5	 CASE 5: HRM CASE VS 

WHISTLEBLOWING CASE
Lars and Sonja work at the same base and Lars 
normally functions as Sonja’s manager. In ad-
dition to their normal work, they have been 
given key roles in a large project, Sonja as a 
sub-project leader and Lars as the person re-
sponsible for project administration. They have 
participated in a project status meeting and 
after the meeting they talk together about the 
progress of the project. 

The conversation turns to one of the team 
members in Sonja’s group, Ari. Sonja says that 
Ari’s work has been far below what could be 
expected of an employee in such a position 
and with his background. His work is complete-
ly unacceptable, and Sonja is tired of having to 
work twice as hard to fix what Ari has done. 

Lars responds that he has never worked di-
rectly with Ari but that he too has heard from 
other project members that Ari’s work is not 
up to the desired standard. When he thinks 
about it, he has noticed that Ari has had less 

to do recently, and wonders if this is perhaps 
because the project members find it exhaust-
ing to work with him because his work is not 
up to standard. 

10.5.1	 LARS’ ACTIONS
	▪ Sonja has taken up an issue of concern with 
her immediate line manager, in line with the 
guidelines on whistleblowing in the defence 
sector. Reporting wrongdoing in accordance 
with whistleblowing procedures is always a 
justifiable action.

	▪ In the conversation, Sonja has mentioned 
Ari’s poor performance in the team while 
Lars has also heard about the same problem 
from other project members. The fact that 
Ari’s work is not up to the standard expec-
ted must be regarded as an HR matter and 
not a case of wrongdoing. 

	▪ There may be several reasons why Ari’s 
work is not up to the standard expected, 
and it is important that this is dealt with so 
that Ari and his colleagues have the oppor-
tunity to take the steps necessary. It is pos-
sible that Ari will be excluded at the work-
place in that he is subject to social exclusion 
or is not given work tasks.

	▪ Lars invites Ari to take part in a conversation 
where questions related to his work situati-
on are taken up.

	▪ Lars assesses whether he should deal with 
the situation. He contacts HR to ask for 
support. He views this as an HR case and 
not a report of wrongdoing. 

	▪ Lars informs Sonja that the case is being de-
alt with and makes it clear that she has a 
duty of confidentiality in this matter.
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